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Abstract

Recentadwvancesn high performancelistributedcomputinghave led to the emegenceof computa-
tional anddatagrids. Theresourcesvithin a singleorganisationarebeingexposedto otheruserswithin
a'virtual organisation’(VO). The VO encompassesdynamicsetof distributedresourcesa distributed
userbaseand a distributed managemeninfrastructure. Due to this dynamicnatureof VOs, thereis a
needfor aninfrastructureto facilitate the managemenof the constituentusersandresourcesWe have
developedan easyto useandsecuremanagemerninfrastructure- the Virtual OrganisationManagement
(VOM) Portal - that provides userauthenticatiorand authorisationresourceaccesscontrol and usage
loggingservicesdhasedn existing webandgrid standards.

1 Introduction

Theemepgenceof ‘ComputationalGrids’ have made
provision of high performanceanddistributedcom-
putingpower, accessibl¢o thescientificcommunity
These systemshave made physically distributed
computationalstoragesoftwareandnetworking re-
sourcesintegration possible. Theseresourcesan
be ownedby differentphysical organisationsvhich
are cooperatingto build computationalcommuni-
tiesnamedvirtual organisations(VO) [4]. In VOs,
users andresources availability is highly dynamic
andit is difficult to predictthe resourceneedsand
availability. In addition, somesort of accesscon-
trol and usagepolicies needto be be definedand
enforced. This is why an infrastructureto manage
theseVOs is needed. VOM provides user regis-
tration using grid certificates resourceacceson-
trol through grid-map file managementgrid-map
file mapsausersgrid identity to thelocal grid envi-
ronment- therebycontrollingaccesgo Globus)and
resourcausageaccountingandreportingfunctional-
ities.

VOM providestheabore serviceghrougha por-
tal for remote VO managementa grid serviceto
download and upload information into the VOM
databaseandclienttoolsto interactwith theservice
throughGrid Securitylnfrastructurg GSl) authenti-
catednetwork connections.

Within VOM, we have incorporatedthe latest
recommendatiof a minimal UsageRecord(UR)
from the UR-WG of GGF[1] andprovided a proto-
typeimplementatiorof the ResourceJsageService
(RUS) Grid Servicebeingstandardisedy RUS-WG
within GGFE

Therestof this paperincludessectionscontain-
ing further discussionof the servicesprovided by
VOM, details of the designand implementation,
somerelatedand existing work and how it relates
to VOM andfinally detailsof the work beingdone
currentlyandit’ s futuredirections.

2 Discussion

2.1 User rolesand responsibilities

Themanagemerf a VO is doneby assigningoles
toregisteredusers Wheneeruserdog in to thepor
talthey getaccesso arestrictedsetof functionalities
basedntherole assignedo themby the VO admin-
istrator Thisis doneby first authenticatingindthen
authorisingusersusingtheir digital certificates.

First usershave to register with the VO, once
their requestis approved by the VO managerit is
forwardedto the manager®f theresourcesFinally,
userscan view the resourceshey have beenap-
proved to accessand accountinginformation about
theirresourceusage.

The resourcemanagess responsibilityis to ap-
prove users accesso theresourceshey manageby
assignhingaccounhamedo them.He/Shealsoneeds
to install clientsfor resourcaisagdoggingandgrid-
mapfile managememn their resources.

A VO Manageiis responsibldor enrollingusers
and resources(alongwith assigningmanagersto
them)into theVVO. He/Shealsoallocatesisergo the
resourcesindview the overall resourcausageof the
VO.
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2.2 User registration

Enrolmentinto a VO, a collaborationsuchasan e-
Scienceprojectthat hasparticipantsand resources
from mary real organisations,is split into two
phasesauthenticatiorandauthorisation.Authenti-
cation,proof of youridentity, is encapsulatedithin
a Globus compatibleX.509 public key certificate.
Onesourceof suchcertificatess the UK e-Science
Certification Authority being run by the UK Grid
SupportCentre[2]. Authorisationto join a VO is
down to thepolicy of thatVO. TheVVOM portalpro-
videsa secureneb-basediserregistrationfunction-
ality. Usersregisterwith the VO by usingtheir grid
certificate embeddedvithin a standardlesktopweb
browser Thismechanisnis usedto provetheiriden-
tity duringall interactionswith the portal. Oncethe
useris registeredjt is uptothe administratorof that
particularVO to approve or rejecttheusersregistra-
tion requesbasedn theinformationprovided.

2.3 Resource access control

The VOM portal also provides the facility to au-
tomatethe work flow in creatingaccountson dis-
tributedresources Eachresourceneedsto install a
Javabasedtlient, which connectdo thewebservice
hostedon the VOM Sener, to updatethe resources
grid-mapfile.

Oncethe VO managehasapprovedausers reg-
istration,local resourcananagersrenotified of the
request. It is upto a local resourcemanagertto ap-
prove or rejectthe accountcreationrequeston that
particularresource Variousaccountcreationstrate-
gies[6] canbe employedto mapthe grid identity to
alocal account.Thelocal resourcemanagercanei-
therdecideto createa local useraccount,or mapto
apool of existingaccountspr useaccountemplates
[7] [9]. After the creationof this accountthe local
usernamas enteredinto VOM for inclusionin the
next updateof the grid-mapfile.

This way grid-mapfiles for all theresourcegan
be managedcentrally from a portal. Similarly, a
client canconnectto multiple VOs and updatethe
grid-mapfile accordingly

2.4 Resource usage accounting and re-
porting

VOM providesfacility for resourceusagelogging,
which can be uploadedinto the central database
hostedat the VOM Sener. Users, resourcead-
ministratorsandVO managersanview their usage
recordsrestrictechasedn their accesgprivileges.
GGFUsageRecordWG hasspecifieda minimal
setof parametershatconstitutea usageecord.The
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22 parameterincludejob id, projectid, CPUusage,
Memory usage,Disk usageamongothers. VOM
usesthis recommendedet of parameterdo store
andretrieve usagerecords.

The RUS client running on a resourceconnects
to the RUS grid serviceto submitthe usagerecord,
eachtime a job is submittedon that particularre-
source.A log of all thejobs (in XML format) sub-
mitted on a particularresourcecanalsoberetrieved
by the client. A usercan view usagerecordsin
takular (Figure 1) and graphicalformat (Figure 2)
throughthewebinterface.Furthermorehigherlevel
serviceslike QoS monitoring, pricing, billing and
paymentcanbe developedon top of the existing ar
chitecture.
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Figure 1: Takulardisplayof usersresourcaisage
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Figure 2: Graphicaldisplayof usersresourcaisage

Design and Implementation
3.1 Server Side

VOM portalusesgava servletshostedwithin a Tom-
cat servletcontainerervironment. All requestgo
the VOM portal passhroughan Apachesener with
mod_jk moduleinstalled. Apachesener forwards
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requestdo the Tomcatusing AJP protocol. We use
postgreSQldatabas¢o persistinformationpertain-
ing totheVO. GT30penGrid ServicesArchitecture
(OGSA)Vv1.0is usedfor deplosing web servicesn
aOGSAcustomisedxiservironment. Thisway we
canensurenter-operabilitywith othergrid services
andclientscanconnectto the sener usingtheir ex-
isting grid credentials.

3.2 Client Side

A clientneedgo beinstalledonaresourcécurrently
supportsGlobus Toolkit version2.2+) to enableit
to accesgelevant VOM functionality Clientswrit-
tenin Javacommunicatevith thesenerusingSQAP
messagesver a GSI connectionwhich is a secure
transportchannel. Messagédevel securitycanalso
beenabled.

3.2.1 Resource Usage Service (RUS) Client

A RUS client (Figure 3) needsto interactwith the
local Globusjob manager we have providedexten-
sionsfor fork andSunGrid Engine(SGE)job man-
agers.Thisjob manageimvokestheRUS clienteach
time ajob is submittedsothattheusagerecordgen-
eratedcouldbe uploadedo the VOM sener.

3.22 Grid-Map Service Client

Grid-MapServiceclient(grid-mapclient) (Figure4)
downloadsthe latestgrid-mapfile entriesavailable
atthe VOM sener. This processcanbe automated
by settingup a cronjob, which runsat specifiedin-
tervalsandupdategheresources grid-mapfile.

4 Related Work

4.1 EU DataGrid

The EU DataGridVO managementool [8] usesa
LightweightDirectoryAccessProtocol(LDAP) [10]
sener to maintainuserinformation. It canbe also
be extendedto storeinformationaboutapplications
and resourcesas in the caseof Globus Metacom-
puting Directory Service(MDS) [3]. LDAP is usu-
ally usedfor read-onlytypeof accesandprovidesa
staticview of information[5]. Also, it is notthebest
choicewhenonewantsto view globallevel datadue
to inherentinability of LDAP to provide generalised
joins [3] as comparedto relational databaseman-
agemensystemgRDBMS),whichcanproviderela-
tionaljoins betweertypes.We ervisageVOM to not
only provide informationaboutusers resourcedut
alsoprovide dynamicinformationaboutthe current
stateof the VO e.g. currentload on ary resource.
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This actwity is infact complimentaryto whatMDS
alreadyprovides.

4.2 GGF Research Groups

Global Grid Forum (GGF) [1] has UsageRecord
(UR-WG), OGSA ResourcelUsageService (RUS-
WG) andGrid and EconomicServicesArchitecture
(GESA-WG)groupsworking in relatedareasMost
of their actvities arefocusedon identifying the best
practisesandstandardisationln VOM, we have in-
corporatedhe latestrecommendatiof a minimal
UsageRecordfrom the UR-WG and provided the
web serviceinterfaceof the RUS asrecommended
by RUS-WG.

5 Current and Future Work
51 GT3/OGSA Compatibility

Weareworkingonanew clientandupdatethesener
to make it compatiblewith GT3.0 0GSA specifica-
tions. This would enablethe currentgrid services
to beconsumedy otherhigherlevel servicesbeing
developed.

5.2 Policy Management

We are working on supportfor VO, Resourceand
Userlevel policy specificatiorandenforcemenfl1].
At the moment,it is implicit but in orderto sup-
portlargescaleVOsit is essentiato make it explicit
sothatusersyesourceprovidersandVO managers
know whatservicedo provide andexpectin return.

6 Conclusion

The VOM portal has nonv been deployed across
the UK e-ScienceGrid to provide user man-
agementand accountingcapability (ht t p: / / www.
grid-support.ac. uk/l2g/). Users,resourcead-
ministratorsand VO managerganview their own,
or their resources, usagerecordsthrougha simple
accesscontrol model. We plan to integrate VOM
with the ICENI middlewareto provide featuressuch
astransientand dynamicgrid servicesregistration,
gueryingand instantiationthroughthe weh Also,
VOM can be extendedto monitoring the usageof
otherhighekrlevel services.
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