
ICENI Virtual OrganisationManagement

Asif Saleem Marko Krznaríc StevenNewhouse JohnDarlington

Londone-ScienceCentre,ImperialCollegeLondon,SouthKensingtonCampus,LondonSW72AZ, UK
Email: iceni@imperial.ac.uk

Abstract

Recentadvancesin high performancedistributedcomputinghave led to theemergenceof computa-
tional anddatagrids. Theresourceswithin a singleorganisationarebeingexposedto otheruserswithin
a ‘virtual organisation’(VO). TheVO encompassesa dynamicsetof distributedresources,a distributed
userbaseanda distributedmanagementinfrastructure.Due to this dynamicnatureof VOs, thereis a
needfor an infrastructureto facilitatethemanagementof theconstituentusersandresources.We have
developedaneasyto useandsecuremanagementinfrastructure- theVirtual OrganisationManagement
(VOM) Portal - that providesuserauthenticationandauthorisation,resourceaccesscontrol andusage
loggingservicesbasedonexistingwebandgrid standards.

1 Introduction

Theemergenceof ‘ComputationalGrids’ havemade
provision of high performanceanddistributedcom-
putingpower, accessibleto thescientificcommunity.
These systemshave made physically distributed
computational,storage,softwareandnetworking re-
sourcesintegration possible. Theseresourcescan
beownedby differentphysicalorganisationswhich
are cooperatingto build computationalcommuni-
tiesnamed‘virtual organisations’(VO) [4]. In VOs,
user’s andresource’s availability is highly dynamic
and it is difficult to predict the resourceneedsand
availability. In addition, somesort of accesscon-
trol and usagepolicies needto be be definedand
enforced. This is why an infrastructureto manage
theseVOs is needed. VOM provides user regis-
tration usinggrid certificates,resourceaccesscon-
trol through grid-map file management(grid-map
file mapsauser’sgrid identity to thelocalgrid envi-
ronment- therebycontrollingaccessto Globus)and
resourceusageaccountingandreportingfunctional-
ities.

VOM providestheaboveservicesthroughapor-
tal for remoteVO management,a grid serviceto
download and upload information into the VOM
database,andclient toolsto interactwith theservice
throughGrid SecurityInfrastructure(GSI) authenti-
catednetwork connections.

Within VOM, we have incorporatedthe latest
recommendationof a minimal UsageRecord(UR)
from theUR-WG of GGF[1] andprovideda proto-
typeimplementationof theResourceUsageService
(RUS)Grid Servicebeingstandardisedby RUS-WG
within GGF.

Therestof this paperincludessectionscontain-
ing further discussionof the servicesprovided by
VOM, details of the design and implementation,
somerelatedand existing work and how it relates
to VOM andfinally detailsof the work beingdone
currentlyandit’s futuredirections.

2 Discussion

2.1 User roles and responsibilities

Themanagementof aVO is doneby assigningroles
to registeredusers.Wheneveruserslog in to thepor-
tal they getaccesstoarestrictedsetof functionalities
basedontheroleassignedto themby theVO admin-
istrator. This is doneby first authenticatingandthen
authorisingusersusingtheir digital certificates.

First usershave to register with the VO, once
their requestis approved by the VO manager, it is
forwardedto themanagersof theresources.Finally,
userscan view the resourcesthey have beenap-
proved to accessandaccountinginformationabout
their resourceusage.

The resourcemanager’s responsibilityis to ap-
prove user’s accessto theresourcesthey manageby
assigningaccountnamesto them.He/Shealsoneeds
to installclientsfor resourceusageloggingandgrid-
mapfile managementon their resources.

A VO Manageris responsiblefor enrollingusers
and resources(alongwith assigningmanagersto
them)into theVO.He/Shealsoallocatesusersto the
resourcesandview theoverall resourceusageof the
VO.
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2.2 User registration

Enrolmentinto a VO, a collaborationsuchasan e-
Scienceproject that hasparticipantsand resources
from many real organisations, is split into two
phases:authenticationandauthorisation.Authenti-
cation,proofof your identity, is encapsulatedwithin
a Globus compatibleX.509 public key certificate.
Onesourceof suchcertificatesis theUK e-Science
CertificationAuthority being run by the UK Grid
SupportCentre[2]. Authorisationto join a VO is
down to thepolicy of thatVO. TheVOM portalpro-
videsa secureweb-baseduserregistrationfunction-
ality. Usersregisterwith theVO by usingtheir grid
certificate,embeddedwithin astandarddesktopweb
browser. Thismechanismis usedto provetheir iden-
tity duringall interactionswith theportal. Oncethe
useris registered,it is uptotheadministratorof that
particularVO to approveor rejecttheuser’sregistra-
tion requestbasedon theinformationprovided.

2.3 Resource access control

The VOM portal also provides the facility to au-
tomatethe work flow in creatingaccountson dis-
tributedresources.Eachresourceneedsto install a
Javabasedclient,whichconnectsto thewebservice
hostedon theVOM Server, to updatetheresource’s
grid-mapfile.

OncetheVO managerhasapprovedauser’s reg-
istration,local resourcemanagersarenotifiedof the
request. It is upto a local resourcemanagerto ap-
prove or reject the accountcreationrequeston that
particularresource.Variousaccountcreationstrate-
gies[6] canbeemployedto mapthegrid identity to
a local account.Thelocal resourcemanagercanei-
therdecideto createa local useraccount,or mapto
apoolof existingaccounts,or useaccounttemplates
[7] [9]. After thecreationof this account,the local
usernameis enteredinto VOM for inclusion in the
next updateof thegrid-mapfile.

This way grid-mapfiles for all theresourcescan
be managedcentrally from a portal. Similarly, a
client canconnectto multiple VOs andupdatethe
grid-mapfile accordingly.

2.4 Resource usage accounting and re-
porting

VOM provides facility for resourceusagelogging,
which can be uploadedinto the central database
hostedat the VOM Server. Users, resourcead-
ministratorsandVO managerscanview their usage
recordsrestrictedbasedon their accessprivileges.

GGFUsageRecordWG hasspecifiedaminimal
setof parametersthatconstituteausagerecord.The

22parametersincludejob id, projectid, CPUusage,
Memory usage,Disk usageamongothers. VOM
usesthis recommendedset of parametersto store
andretrieveusagerecords.

The RUS client runningon a resourceconnects
to theRUS grid serviceto submittheusagerecord,
eachtime a job is submittedon that particularre-
source.A log of all the jobs (in XML format) sub-
mittedon a particularresourcecanalsoberetrieved
by the client. A user can view usagerecordsin
tabular (Figure 1) and graphicalformat (Figure 2)
throughthewebinterface.Furthermore,higherlevel
serviceslike QoS monitoring, pricing, billing and
paymentcanbedevelopedon top of theexisting ar-
chitecture.

Figure 1: Tabulardisplayof user’s resourceusage

Figure 2: Graphicaldisplayof user’s resourceusage

3 Design and Implementation

3.1 Server Side

VOM portalusesjava servletshostedwithin a Tom-
cat servletcontainerenvironment. All requeststo
theVOM portalpassthroughanApacheserverwith
mod_jk moduleinstalled. Apacheserver forwards
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requeststo theTomcatusingAJPprotocol. We use
postgreSQLdatabaseto persistinformationpertain-
ing to theVO.GT3OpenGrid ServicesArchitecture
(OGSA)v1.0 is usedfor deploying webservicesin
aOGSAcustomisedaxisenvironment.Thiswaywe
canensureinter-operabilitywith othergrid services
andclientscanconnectto theserver usingtheir ex-
istinggrid credentials.

3.2 Client Side

A clientneedstobeinstalledonaresource(currently
supportsGlobus Toolkit version2.2+) to enableit
to accessrelevantVOM functionality. Clientswrit-
tenin Javacommunicatewith theserverusingSOAP
messagesover a GSI connection,which is a secure
transportchannel. Messagelevel securitycanalso
beenabled.

3.2.1 Resource Usage Service (RUS) Client

A RUS client (Figure3) needsto interactwith the
localGlobusjob manager– wehaveprovidedexten-
sionsfor fork andSunGrid Engine(SGE)job man-
agers.Thisjob managerinvokestheRUSclienteach
time a job is submittedsothattheusagerecordgen-
eratedcouldbeuploadedto theVOM server.

3.2.2 Grid-Map Service Client

Grid-MapServiceclient(grid-mapclient)(Figure4)
downloadsthe latestgrid-mapfile entriesavailable
at the VOM server. This processcanbe automated
by settingup a cron job, which runsat specifiedin-
tervalsandupdatestheresource’s grid-mapfile.

4 Related Work

4.1 EU DataGrid

The EU DataGridVO managementtool [8] usesa
LightweightDirectoryAccessProtocol(LDAP) [10]
server to maintainuserinformation. It canbe also
beextendedto storeinformationaboutapplications
and resourcesas in the caseof Globus Metacom-
putingDirectoryService(MDS) [3]. LDAP is usu-
ally usedfor read-onlytypeof accessandprovidesa
staticview of information[5]. Also, it is not thebest
choicewhenonewantsto view globallevel datadue
to inherentinability of LDAP to providegeneralised
joins [3] as comparedto relationaldatabaseman-
agementsystems(RDBMS),whichcanproviderela-
tional joinsbetweentypes.WeenvisageVOM to not
only provide informationaboutusers,resourcesbut
alsoprovide dynamicinformationaboutthecurrent
stateof the VO e.g. currentload on any resource.

This activity is infact complimentaryto what MDS
alreadyprovides.

4.2 GGF Research Groups

Global Grid Forum (GGF) [1] has UsageRecord
(UR-WG), OGSA ResourceUsageService(RUS-
WG) andGrid andEconomicServicesArchitecture
(GESA-WG)groupsworking in relatedareas.Most
of their activities arefocusedon identifying thebest
practisesandstandardisation.In VOM, we have in-
corporatedthe latestrecommendationof a minimal
UsageRecordfrom the UR-WG and provided the
web serviceinterfaceof the RUS asrecommended
by RUS-WG.

5 Current and Future Work

5.1 GT3/OGSA Compatibility

Weareworkingonanew clientandupdatetheserver
to make it compatiblewith GT3.0OGSAspecifica-
tions. This would enablethe currentgrid services
to beconsumedby otherhigherlevel servicesbeing
developed.

5.2 Policy Management

We are working on supportfor VO, Resourceand
Userlevelpolicy specificationandenforcement[11].
At the moment,it is implicit but in order to sup-
port largescaleVOsit is essentialto make it explicit
sothatusers,resourcesprovidersandVO managers
know whatservicesto provideandexpectin return.

6 Conclusion

The VOM portal has now been deployed across
the UK e-Science Grid to provide user man-
agementand accountingcapability (http://www.
grid-support.ac.uk/l2g/). Users,resourcead-
ministratorsandVO managerscanview their own,
or their resource’s, usagerecordsthrougha simple
accesscontrol model. We plan to integrateVOM
with theICENI middlewareto provide featuressuch
astransientanddynamicgrid servicesregistration,
queryingand instantiationthroughthe web. Also,
VOM can be extendedto monitoring the usageof
otherhigher-level services.
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